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I. Introduction

About Arbitration Forums, Inc. (AF)’s Member Management Guide

This Member Management Guide was developed to help you manage business units and users,
and specify company preferences related to your company’s participation in AF’s programs. It
contains information on how to establish and maintain business units, and add and edit individual
user accounts.

The topics below can help you get started using the guide quickly. In just a few minutes, you will
have an understanding of each topic. Click a topic below to learn more!

Business Units and Users Overview

Add Business Unit

Add User

II. Getting Started

The following subsections outline the one-time security administration setup functions, as well
as the ongoing maintenance that will be performed by the security administrator.

Initial (One-Time) Setup Functions

The following steps represent the initial actions taken by both the participating company and AF
to establish a security administrator. These represent steps that occur once during the initial setup
of a company within AF’s online system.

1. Designate Security Administrator — An authorized person, often the same person
authorized by a company to sign the arbitration agreement, designates someone to serve
as the company’s security administrator. Multiple security administrators may be
designated by the company. Each will need to be aware of and understand his or her role
and responsibilities.

2. Complete and Submit the Security Administrator Profile Form — The security
administrator(s) must complete a Security Administrator Profile Form and return it to AF
for processing. This form captures the basic information AF needs to create the security
administrator account.

3. Create Security Administrator Account — AF creates the security administrator
account(s) and sends an email to the security administrator(s) that contains a link the

security admmistrator will use to access AF’s website and establish a password.
4. Create Business Units, Users, and other Security Administrators — For companies
new to AF’s website, the security administrator begins the setup process by creating

©2022 Aitration Forums, Inc. 4 Revised: Decenber 2022
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business units to which individual user accounts will be assigned at the time they are
created. Business units are discussed in detail in the Business Unit section of this guide.
The security administrator can also designate other security administrators for the
company, if needed. Each security administrator can add and modify all business units
and users.

Ongoing Maintenance Functions

The following steps represent the ongoing maintenance functions that will be handled by the
security administrator. These represent recurring activities that could occur with some regularity
depending on the company.

Security administrator maintenance functions include:

e Creating Business Units — The initial business unit will be created by AF at the time the
mitial security administrator account is created. All business units created after that pomt
will be created by the security administrator(s). For more information on business units,
see Business Units and Users Overview.

e Modifying and Maintaining Business Units — Updates to any Business Unit will be
made by the security administrator(s). In the case of a large company with numerous
business units, it is recommended that the business unit contact be the security
administrator. For more information on modifying business units, see Edit Business Unit.

e Creating User Accounts — The addition of new users will be the responsibility of the
security administrator(s). For more information on creating a user, see Add User.

e Assigning and Maintaining Individual and Group Privileges — Privileges may need to
be changed over time based on the activity of the user or company. The security
administrator(s) will make any privilege updates that may be needed. For more
mformation on privileges, see Individual and Group Privile ges.

e Creating and Maintaining Users on Integrated Login (if applicable) — If ntegrated
login is used, the security administrator will maintain the user-related logins that occur on
the company side.

e Administering User Password Modification Process — The security administrator(s)
will be the primary contact for users who have password-related difficulties. For more
mformation on password administration, see Modify User Password.

e Inactivating Users — Maintaining user accounts is an important security responsibility of
the security administrator(s). When a user should no longer have access to AF’s website,
the security administrator(s) must make that account inactive to prevent unauthorized
use/access. For more nformation on inactivating a user, see Edit User.
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Business Units and Users Overview
On AF’s website, the concepts of business units and users are linked because every user must
belong to a business unit.

e A business unit is simply a group of users who share the need to access specific areas
within AF’s website or who have some other similarities that allow them to be grouped
together.

e A useris an individual who has an account that allows him or her to gain access to a
secure computer system and particular resources within that system.

Typically, the security administrator creates the user account that consists of mformation about
the user, such as login and access privileges. The access privileges define what a user can do on
AF’s website.

Business Units

Participating companies are diverse in size and organizational structure. As such, AF’s website
security model is designed to meet a wide variety of needs. The security model provides a
framework for organizing your users into business units and, as such, at least one business unit
must exist for each company.

Multiple Business Units Example

Large companies may choose to organize their offices by region and locality. For example, ABC
Mutual has four regional offices in the United States. Each office is responsible for claims within
its region. Based on the number of ndividual user accounts the company will need to establish,
the security administrator could create four business units and designate a security administrator
for each who will manage the individual user accounts within that business unit.

Single Business Unit Example

Smaller companies, or those with centralized operations and/or a low number of individual user
accounts, may opt to use the mitial business unit created by AF and add/manage all user accounts
within this sole business unit.

These represent only two examples of how a company might divide the admmistration of its
users into business units. The number of security administrators and business units will vary
depending upon the company’s needs, and how the company chooses to configure its user
accounts is within its discretion.

User Accounts
There are two categories of user accounts and each has specific privileges associated with it:

e Administrator — Administrators may add and modify business units and users for his or
her company. Administrators can control business units and users for the entire company,
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regardless of the business unit to which they’re assigned. Administrators can also select
and generate reports related to their company’s participation in AF’s programs.
e User— Users may work with E-Subro Hub demands and/or arbitration cases, as well as

edit some of his or her own account profile information (e.g., his or her name and email
address).

Note: Security administrators at member companies should not give third-party
administrator (TPA) users a login under the member company. TPAs need to have a TPA
consent letter from the member company sent to membership@arbfile.org. Once the consent
letter is received, AF’s Membership team will grant the TPA access to the system and/or setup a
security administrator at the TPA to manage its users.

Privilege Groups
AF’s website provides a method to easily assign the most common sets of privileges.

The assignment of privileges on a group eases the long-term administrative burden associated
with maintaining a user. AF provides several pre-defined groups that contain the privileges most
commonly used together.

Group privileges are assigned by choosing the desired group and making the assignment.
For more information on assigning privileges, see Add User.

m

# Alicia ABC Insura r 3 Besend Password Token Emall || # Show Privieges Tab
ACrourt Assigred Privileges iFper Prafile Aothiny Log

&

lﬁ-.ll Privilege Groups ‘J‘—'.'E.SI;-:ﬂeci Privilege Groups l
AF Priviege Lrougs AF Privibege Groups

=

5 TRE Auikentcated Line
B CUSTOMER USER
o TRE Company Repressntative

Company Custom P‘M'E‘SE‘ Qroups
3 TRA Drivikge

5 TRS Authanticabed Usa

& TRS Coempasy Reprasentatie

Company Custom Privilege Groups

& TPA Privilepe:
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II1. Business Unit Maintenance

Business unit and user maintenance may only be completed after logging into AF’s website. The
following procedures are based on the security administrator being logged .

Add Business Unit
AF creates the mitial default business unit at the time the initial security administrator account is

created.
To add a business unit:

1. Select Administration > Business Unit Maint.

2. Click Add New Business Unit to go to the Add Business Unit screen.
Note: To avoid duplication of business units, AF recommends searching the list of
available business units before creating a new one.

Administration : Business Unit Maintenance List
@ To find a Business Unit, enter Company Code and Business Unit name below, and then click the 'Search Business Units'

button

Enter Company Code: (04513 Business Unit Name : || |m
2 Business Units found, displaying all Business Units. k\“
ottp —— [ousmessvstome 1| ]
Accelerated Recovery
Arbitration Delete

3. Enter the requested information in the appropriate fields and select Save.
Note: AF recommends that the contact mformation for the business unit be the security
administrator assigned to that unit. This provides AF with direction for use in supporting
the end user. In addition, Password Change Interval options of 30, 60, and 90 days are
available to allow companies to adhere to their own password security policy if less than
AF’s maximum of 90 days.
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Administration : Edit Business Unit

Ky

Business Unit ID: 4304
Company Code: 04513

Business Unit Name: ‘Accelerated Recovery

: |

Password Change Interval (da.y:s):J‘ 90 v (;

- -

TOTCACC Naime. | Alg

Email: ‘amar‘tinez@company.com ‘
Address

Address 1: ‘ 1234 Circle Parkway ‘
Address 2: ‘ ‘

City: ‘Tampa ‘
State: | Florida v

zp: 33618 | 4. Click Back to
Phone: 800-000-1234

Business Unit
Fax: ‘ |

] List.

To add additional business units, simply repeat the steps above to add as many business units as
needed.

Edit Business Unit
To edit a business unit:

1. Select Administration > Business Unit Maint.

F I Welcome § I Lo Out
T el Tt i = MY ARBFILE

O e
EETC o

Administration Reports
My A riadibe el b [Mrecicry Member ACOEEE E-Sukbig

1,5{'_!_'“1-;_-': , Member Management

Helpful Links: : oy

Wemper Coragiar Eeroming an ArbBralnr _'I’_de!:" !'Ia r?ra nd = I Autologin User Maint
by g e Gy rainin utorials :

EIIT;LIS.{E GJJIRBJ.'G'_':P..MEHJ g Buginess Unit Maint % |

- M‘b: 5 Lot S0t Practical application of the rules, £-SUB6S PO

\ Falanercs Gukiss Qe : z

S regulations, and procedures of P SRR

s = M - - T ANy enCes

2. Select Edit located on the row associated with the desired business unit.
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Administration : Business Unit Maintenance List

To find a Business Unit, enter Company Code and Business Unit name below, and then click the 'Search Business Units'
button

Enter Company Code: | 04513 Business Unit Name : “ | m

|AddN¢wBusimLﬁt|

2 Business Units found, displaying all Business Units.

Accelerated Recovery f’\
vy
Arbitration e

3. Make any desired changes and click Save.

Administration : Edit Business Unit

Business Unit ID: 4304
Company Code: 04513

Business Unit Name: |Accelerated Recovery

Business Unit Type: | AF Customer v
Password Change Interval (days):|| 90 v

Contact Information

PP P PP PP PP IDIIIPIPSSIPS
N N

Address 1: |560 Laurel Way |

1Address2:| |

Make desired changes City: |Tampa |

State: | Florida v

Zip: | 33618

Phone: |800-000-1234 |

Fax: | |

Back To Bujiness Unit List m‘
2 L3

O
b
Y
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4. Click Back to Business Unit List.

IV. Member Management

Add User

To create a user:

1. Select Administration > New Member Management.
A { F Iwe Walcome Lo Dl
nkany s iherntp s~ MY ARBFILE

Homs My Arbfibe Mamber Directory Mhinen Bl ACCaa4 5 Reports

1‘ Member Management q

L |
ey Business 1Anit M

E-Subro Piliots

developments related to the spread of the
virus. The safety and well-being of our
&t and members are at the forefront e TRS Company Relaticnship Bainbenanc

Company Preferences

Y o aw Do o s

3. Select New User.
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Note: To avoid duplication of users, AF recommends searching for the user by entering the last

name prior to creating a new user, as shown below.

: Wiadma - “
User Search
r [ ] . -
Woodman
L =3
1 Serment
E- P iama brad Loge © Lomgary e P Ao

4. Add the required information, including a password, (use password generator or enter a
temporary password for the user) and click Save.

©2022 Awitration Forums, Inc. 12 Revised: Decenber 2022



Member Management Guide for Security

ARBITRATION Foruwms, INC. I
Administrators

Membership driven. Innovation focused.

®

B uUser Search

ACCDUNT ACthee? (

Account Type Standard User (defaults te Standard User) = w

@ — =

Hew Password ] ceeeeeeeeneen

Confiem BMew | e
Password

o Chalenge Question ] ENter yaur region name -
o Challenge Answer ]

o Emadl ] FrakeRinsurange.com

Last Mame I Derake

Pihdine

Comment

The following is a brief explanation of the User Info fields:

Steps  Field Name Description

From the drop-down menu, select the desired business unit to which the new user

| Busi .
usiness Unit should be added.
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2 Login ID

Enter a name that will enable AF’s website to identify and address the individual
for whom the ID is being created. If a duplicate ID is entered, the systemwill
reset it. AF recommends using the individual’s company network ID (the name
he/sheused in your company’s email) along with your AF company code,
separated by a period. For example, user.88881. Using this naming convention
will avoid a login ID conflict with a person working for another company with
the same name.

New Password and
3&4
Confirm Password

The AF systemwill send each user an email containing his or her login ID and a
link to create a password when you select Yes in the “send email confirmation”
field. Note: You must select the button so the userreceives an email to create a
password.

Passwords must be at least eight characters long with uppercase and lowercase
letters.

Once a password is entered, confirm it by entering it again under “Confirm
Password.”

The systemwill default to “Require Password Change Upon Next Login.”

5 Challenge Question

Select a question from the drop-down box. AF’s website will ask the user one of
the selected questions to generate a new password if the userloses or forgets his
or her original password. As a security administrator, you can coordinate this
question and answer with the useror pick one of the general questions (e.g., what
is your company code?). After the administrator enters a user, the user can
change his or her name, password, and the challenge question and answer.

6 Challenge Answer

Enter the answer to the challenge question in this field. AF’s website will
compare the answer given by the user to the answer entered here. It is important
for the userto remember this answer.

7 Email

Enter the user’s company email address.

8 First Name

Enter the user’s first name.

9 Last Name

Enter the user’s last name.

5. The next step is the assignment of privileges. Privileges are assigned from the Privilege
Groups tab. Select the box next to the desired item, and the privilege group automatically
moves from the All Privilege Groups column to the Assigned Privileges column.

©2022 Aitration Forums, Inc.
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B User Edit o -
Alicia Singh - ABC Insurance (00000) B2 Resend Password Token Email | @ Show Privileges Tab m

Account Assigned Privileges User Profile Activity Log

All Privilege Groups “| Assigned Privilege Groups :
AF Privilege Groups AF Privilege Groups

& CUSTOMER USERS
& TRS Authenticated User

O CUSTOMER ADMINS

& CUSTOMER USERS )
™ TRS Company Representative
O CUSTOMER SUBRO DEMANDER
O CUSTOMER SUBRO ADMINISTRATOR Company Custom Privilege Groups
0 CUSTOMER SUBRO RESPONDER & TPA Privileges

O CUSTOMER ADMINS (NO SUBRO)
0O CUSTOMER USERS (NO SUBRO)
O SES bank management

0 SES payment access

O TRS Arbitrator

[ TRS Authenticated User

[ TRS Company Representative

O Customer Subro Router

Company Custom Privilege Groups

& TPA Privileges

Notes [1 of 2]: An email will be sent to the new user to activate the account and create their
password.

ARBITRATION Foruwms, INC.

Membership driven. Innovation focused.

Your user account to access Arbitration Forum Inc. (AF)'s Web site has been added or updated with the following information:

First Name: Jessica
Last Name: Jones

Username: jjones.beta

Create a new password by navigating to the page linked below.

Activate Account O

This link expires in 7 days

If you think your account should not be added/updated, please contact the Member Services Center immediately at 1-866-977-3434.

AF is a membership-driven organization dedicated to effectively and efficiently serving our members' recovery and resolution needs. Learn more about what we're doing to improve your
experience and give us your feedback at www.arbfile.org.

Sincerely,

AF Member Services

Please do not reply to this email address. If you have questions or need further assistance, please contact AF Member Services at 1-866-977-3434 or membership@arbfile.org
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Notes [2 of 2]: To add additional users, select New User and follow the steps provided above.

o
W

L
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Assign User Business Units
To assign additional business units to an existing user:

1. Select Administration > New Member Management.

A F I G e
REITRATION FORELMS M » - .
e i e s o My ARBFILE

Administration Reports

My Artile Mot Direcioay Membser Agceas

1 -| ., Member Management
Update Regarding COVID-19 & — “.
M ridy | g e

+ Hw - . Arhay - i We at AF, like other individuals and organizations " Business Unit Maint

+ Bulas & & 4 cross the wo awv en closaly monitoring
5 & Aoramants Fag Scrande across the world, have been closely monitoring T,

+ Bedgsunce Guides Lirterat Py pments related to the spread of the
+ Tegining Tutoriats + CArears virus. The safety and well-being of our Compeny Fraferences

+ EALS . yees and members are at the forefront e TRS Company Relationship Maintenancs

3. Enter user’s last name in the search field.

Miarmibier Mllarur - —<ar
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4. Choose the specific user by clicking on the name.

User Search o
Woodman E @, Switch to Advanced Search + New User
& - £ Rows: | 10 W
Account
First Name = LastName = Email = Login ID = Company = Default Business Unit = Type = Active =
I WOODMAN

£
O MARO woopnan Ik
O LINESA WOODMAN

5. Use the drop-down menu under Default Business Unit and Non Default Business Units
to select additional business units specific to the user.

m Privilege Groups Assigned Privileges User Profile Activity Log
Account Active? (

.
# Default Business Unit I F Y ¥
bl
# Non Default Business Units Select Non Default Business Units -
L)
R
= |

Assign User Privileges

The next step is the assignment of privileges, which can be done on an individual or group basis.
Privileges are assigned from either the Privilege Groups tab or the Privileges tab. In either tab,
select the box next to the desired item. This will automatically save that item to the Assigned
Privileges tab.

To assign Privilege Groups to an existing user:

1. Select Administration > New Member Management.
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Waloma 1 Leg.Out
ARBITRATION ForuMms, Inc z .
Imikatry creusnt. Mewsberubs dbives My ARBFILE
Home  MyArbfile  Member Direclory  Member Access Administration Reports

L — e

Helpful Links

k3
+ Mamber Diracony Eecomiog an Amvrasee =
+ Mo o Join + dehisnior Ceniicaton

Busine-ss 1nit Mai|

+ Bafgs b doresments Ens Schedle E-Subro Plois
- Befpiance Guided - Litest Hews

+ Temiing Tutonak
+ EAQE

« CAMNTE < well- ’ Company Preferences

TRE Company Relationship Maintenance

2. Click the Search tile.

3. Enter the first name, last name, email, or login ID:

B User Search

Katz Q B

4. Review the resulting list to locate the desired user:

Account

First Name ¢ Last Name = Email + Login ID # Company % Default Business Unit ¢ T

O JAMIL KATZ jkatz12@Steelcoat.com jbk.12345 SteeleCoat Insurance Corporate

ype+
AlBest SW Claims
Arbitrator

Active =
j @ i Standard
0 JOSHUA KATZ Jkatz@A1Bestins.com jkatz.00000 A1 Best Insurance
Jaguar Insurance Jag NE Claims m

o KATHLEEN KATZ kkatz@Jaguarins.com kikat.54321

5. Click the name of the user.
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Company Default Business Unit

SteeleCoat Insurance Corporate

A1 Best |
estinsurance A1Best SW Claims

Guide for Security
Administrators

Account

T Active &

EED ©

ype &
.
o

First Name & Last Name < Email & Login ID &
JAMIL Q KATZ jkatz12@Steelcoat.com jbk.12345
=" JOSHUA TS5 jkatz@A1Bestins.com katz.00000
o KATHLEEN KATZ kkatz@Jaguarins.com Kktkat54321
6. Select the Privilege Groups tab.
48]
1 SeslCom o, 1334
Prillege Grougr. N Assgned Privileges Linar Profils

All Privilege Groups

:

T Prhalige G cups

Jaguar Insurance

Aatviey Log

Jag NE Claims

[soniars J ]

Assigned F’r-wlege Gruugs |

AF Privibege Groups

7. Select the privilege(s) you wish to assign to the user. The privilege will automatically
move from the All Privileges column to the Assigned Privileges column.

Arcgned Prilieges U Prodile

8. Select Save to save the assigned privileges

Marvhiry Leg

and exit the user’s profile.
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il Kakz (SbeelC s OO 1234
ACEE Privilege Groups. Agsigried Privileges Liser Profig Agivity Log

9. Click the Assigned Privileges tab to see a list of the privileges currently assigned to the
user.

A

Byt M apeemr ©

ACO04NL Priviege Groips Assigned Privileges | [EPSd-00 ACTHATY Liog

FrrAERE b Basiongs To Privilege Groups
ottt v *
Jecision Rela P

Frivilege Mama Baiongs To Frivilepe Groups
Bwirer Aadigred ad Frivilags
Repart Related Privilege

Frivilepe Mame Badongi To Privilege Groupd

st A LSETS RS

Pridlege Mate Baangi To Privilaps Grougd

St VW DEPEn CLSTOMER SUBHT RESPONMDER

Susterg WioskFeprf Damages

Search User
To search for a user:

1. Select Administration> New Member Management.
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ArpiTraTiON Forums, Inc
dmbeatry crcused Memaberubg bt

Hiim

Helpful Links
+ Mambar Diractorny Ecoming an Arbdrator

Walcome

My ARBFILE

MyAmEle  Membor Direciory  Nembsd Acceas Reports

. Member Management 9

Update Regarding COVID-19

We at AF, like other individuals and organizations  Business Unit Mani

v Mg 1D Joen . D‘MEmst .‘!i:;ﬂ

+ Eafas b Aoesmants Eag Schiduin : E-Subro Piots

+ Bededonce Gukdes « Lirtesl Mgy related to the spread of the

+ Itpining Tulonaly + Cargary e safety and well-being of our Company Pratsrsnces

+ EAgs yees and members are at the forefront TRSE Company Relsticnship Maintenance

r mynds...

2. Click the Search tile:

J‘.-L.. -

3. Enter the first name, last name, email, or login ID:

B User Search

Katz

4. Review the resulting list to locate the desired user:

-
® Export ~

Last Name =
KATZ

First Name

O JAMIL

D JOSHUA KATZ

o KATHLEEN KATZ

Email &

jkatz12@5Steelcoat.com

jkatz@A1Bestins.com

kkatz@Jaguarins.com

LoginID &
jbk.12345

jkatz.00000

ktkat.54321

Company ¢

SteeleCoat Insurance

A1 Best Insurance

Jaguar Insurance

Default Business Unit &

Corporate

A1Best SW Claims

Jag NE Claims

Em o
= Y

em o
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5. Click the user name:

Account
First Name = Last Name = Email = Login ID = Company & Default Business Unit & Type &
JAMIL a\ KATZ jkatz12@Steelcoatcom jbk.12345 SteeleCoat Insurance Corporate
jkatz@A1Bestins. . Standard
O JOSHUA KATZ Jka estins.com jkatz.00000 A1 Best Insurance ATBest SW Claims
o KATHLEEN KATZ kkatz@Jaguarins.com ktkat.54321 Jaguar Insurance Jag NE Claims
ke
Time Saver: Find a user quickly by using the following navigation.
1. Select Administration> New Member Management.
A F I ey i
REITRATION Forums, Inc = = :
e e e M~y ARBFILE

Homs My Artfile  Member Direclory  Member Accass Administration Reports

=\ Member Management
Helpful Links ) e o ”
v Mambar Dinciory

AT
LINTING N ém‘un [ 1 \

v B n » adbirnlor Cadicatan We at AF, F 5 % Business Unit Ml

+ Eafas f Aoreaments Eas Schiduis across the world, h )

By E-Subvo Plois
+ Bitgdunce Guides Listerst Mgy ments related to the spread of the

+ Irgning Tujonals * Carsars avirus, The safety and well-being of our Company Prefersnces
v EACH

yees and members are at the forefront e TRS Compary Relalicnship Maintenance

Member Management

®

Wit

LB BDEX L LD 88 EXEEEES D o £2

3. Enter the first name, last name, email, or login ID n User Search.

Administrators
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aw »@
(2]
[ & sonch iz sdmmcss st | & onto |
-
Edit User
To edit an existing user:
1. Select Administration > New Member Management.
A « F Ine e He
A'il‘l.’..".'fI.Li’..‘u.ii‘f.'..l'.i;....“ MY ARBFILE

Homs  MyArbfile  MemborCireclory  Membsd Accass ESi Administration Reports

‘-.'i,ilﬂ‘\'_l. ., Member Management
Update Regarding COVID-19 a— !
T — e

+ Arhisnior Casicaton We at AF, like other individuals and organizations "5 Business Unit kit
across the d, have been closely monitoring
ments related to the spread of the
irus. The safety and well-being of our
s are at the forefront e . TRS Company Relslicnship Maintenance

E-Subio Pilots

Company Preferences

o
iamiema s Al ¢ Lagm i Enargany [FETT Fypet £ Fr

3. Click on the user’s name, which brings you directly to the edit screen.

©2022 Awitration Forums, Inc. 24 Revised: Decenber 2022



Member Management Guide for Security

ARBITRATION Foruwms, INC. I
Administrators

Membership driven. Innovation focused.

®

A E User Search o -
ke (<[]

Member Management]

@ e « 1 3 4 5 » » Rows: 10 v
Users
Account
e First Name & LastName  Email ¢ Login ID Company ¢ Default Business Unit ¢ Type ¢ Active &
Drake jdrake®insurance.com jdrake.12345 Insurance.com Southwest Standard
Privilege Groups R Arbitrator

4. Make any desired edits and click Save.

& User Edit

Member Management Jayme Drake (Insurance.com 12345) . B4 Reset Password @& Show Privileges Tab m
m Privilege Groups Assigned Privileges User Profile Activity Log
Users

Account Active? ( Check Login Status

Company  NON SIGNATORY CO (00000)

Privileges
Default Business I hd
Unit
Privilege Groups
Non Default Select Non Default Business Units v

Business Units

Login Id Change Login
Id

Note: Edits can be made from either the Account or User Profile tab.

Manuals/Training
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/\ = User Edit £
F

e e Jayme Drake (Insurance.com 123145) @
Account Privilege Groups Assigned Privilege Activity Log £
= — é

Users .
Company User Id I Jd[‘a |<e ’
&
Salutation £

Privileges
4
First Name I Jayme
y
Privilege Groups Last Name I Drake ’
y |
Suffix

Manuals/Training /
Job Title /
|
y |
v |

a

Time Saver: Edit users with ease by using the following navigation.

1. Select Administration> New Member Management.

Wrmic T [£-8=n]
ArniTeanios Foruss s hl"l ¥ .""1.“.“1 1L

=4

Adiminastiabon Reports

el ey i1t Mlmlert ot by
a1

T — e B, ot g
Up-:late Regarding COVID-19

B s Apirpe __"
T — Artstrany ConPCain \F, ke other |""-" il oy '.HI'I rI DS Ty Dy U

Hi 1D 20N

2. Click the Edit Users with Ease tile and follow the steps provided.

' == L "

Find Your Users Edit Users with Ease Q Multi-user Edit

With our user search, you can find a user by name, email, or
login ID. Switch to advanced search for more specific search

You can now select multiple users and perform bulk
operations on them, from adding/removing a privilege to a
ssword change for the next

criteria. group of users, to requiring a
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Multi-User Edit
This feature allows security administrators to edit multiple users at one time.
1. Select Administration> New Member Management.
A’:‘fﬂ.’..’f'ff,‘.i’,?ur.:f,‘f.'..,l',?,;,,]..“ My ARBFILE

Womt My Arbfie  MemberDirectory  Membsd Access E-5t Administration Reports

.‘,ﬂt"ﬂ'_l. , Member Management
et tinks | Update Regarding COVID-19 & — ®
v Membar Dirgciory Becoming an Adrasos b i

 Arhdyaier Canseaton ‘We at AF, like other individuals and organizations % Business Unit Main|
across the world, have been closely monitoring
ments related to the spread of the
5. The safety and well-being of our
a5 and members are at the forefront e i TR Compary Relalicnship Mainbenanc

E-Subio Pilcds

Company Preleences

of our minds...

a [ CETTe BT

et e © Liit Kt ¢ Ernad © Legn 10 3 Lietafaiiny * Bl Buibneds Ui 3 ype At ¢

Note: When selecting multiple users, another tab will appear called Multi Edit.

3. Select Multi Edit.

/\ E User Search o =
LF.
Jones ‘ Q B @ Switch to Advanced Search

E ««anzzas.‘. 148

Member Managemert

Users
nsurance.com
® Export ~ # Multi Edit & Clear Selected
Account
Privileges First Name % Last Name = Email LoginID + Company = Default Business Unit = Type = Active =
Addison Jones ajones1@insurance.com St""“da'd
Privilege Groups
rivilege Groups . . Standard
Adrianne Jones ajones2@insurance.com Arbitrator
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Note: From this page, you can initiate a password reset for users from Account Settings.

4. Select Account Settings, and select Yes next to Reset Password, then click Review
changes.

Edit Multiple Users

Active Cyes @ No O No
Change

Reset Password ﬁ @ ves O Na O No
Change

@ Show Privileges Tab ﬁ Review changes

5. Click Submit Changes after a careful review.

Edit Multiple Users

Are you sure you want to make these changes to the the following users?

Active Alag updated: No

Change Password Fag updated: Yes
Privileges changed: 0

Privilege Groups changed: 0

Login ID Name Reset Password
ajones1.12345 Addison Jones v

e o A P ™

ajones2.12345 Adrienne Jones o
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Note: Multi Edit also allows you to change Privilege Groups for users.
1. Select Privilege Groups.
Edit Multiple Users %

Account Settings Privilege Groups QJ

Changes will be applied to:

Login ID Name
ajones1.12345 Addison Jones
ajones2.12345 Adrienne Jones

-

& Show Privileges Tab Review changes %

P b 8 8L LLLLLLLLLLLLELLPLSsSs

2. Select Add or Remove next to the specific privilege to change the account of all selected
users at once. Privileges that are not added or removed appear with “No Change”
selected.

Edit Multiple Users *

Selected Users Account Settings Privilege Groups

® A

CUSTOMER ADMINS ® Add O No O Remaove
Change

CUSTOMER USERS ® Add O No O Remove
Change

CUSTOMER 5UERO DEMANDER ® Add O No O Remaove
Change

CUSTOMER S5UEBRO ADMINISTRATOR O add @ No O Remave
Change

L v " g gl gle” IS S S S S S SV KV S N SV S N SV S SV S SV o
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3. Select Review Changes.

SES bank management O add O No ® Remove
Change

SES payment access 0 add O No ® Remove
Change

-

@ Show Privileges Tab ﬁ Review changes &

4. Review the changes carefully for accuracy; click Submit changes.

Edit Multiple Users *

Are you sure you want to make these changes to the the following users?

Active Flag updated: No
Change Password Flag updated: No
Privileges changed: 0

Privilege Groups changed: 5

Login ID Name
ajones1.12345 Addison Jones
ajones2.12345 Adrienne Jones

ﬁ Submit changes

WY
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Time Saver: Select multiple users and perform bulk operations.
1. Select Administration> New Member Management.
A . F hi Wirlcome | LesOul
inkany o ttersbpsien MY ARBFILE

Home My Arblile Mambor Direcicay Masmbsed Accasd

Excoming an Adrator
' r‘mv p Join + BBl CHEcHIon :
¢ Bulgs bApmemants - Eag Schedule C . Nav nonitoring E-Subeo Plots
+ Rgdgdnnce Guides » Literst Bigeiy de R r-*l.a. ..Ll to the xprrad of the
+ Ttgining Tulpnaty + GRSy coronavirus. The safety and well-being of our Compeny Prefersnces
+ EAQS @ rd members are at the forefront e, TR Crenpary Relalion ship Mainbenance

[ =N

A“k

Lt e Bl
_— i —— Julti-user Ed
Find Your Users Edit Users with Ease Multi-user Edit
With our user search, you can find a user by name, email, or Once you find and select 3 user, you can get add/remove You can now select multiple users and perform bulk
login ID. Switch to advanced search for more specific search privileges and privilege groups or simply change user details. operations on them, from adding/removing a privilege to a

criteria. group of users, to requiring a password change for the next

login.

List of Users (Export Feature)
This feature gives system administrators the ability to export a list of users based on the search
criteria entered. The list is formatted as an Excel spreadsheet.
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B User Search

A

Member Management| smith

Users

Privileges 1 As Excel Name s  Email ¢ Login ID
As CSV
=== smith asmith14@ABCins.com asmith14.00000
Privilege Groups
Abigail Smith asmith24@ABCins.com asmith24.00000

Manuals/Training Admir Smith

Advanced Search

asmith34@ABCins.com

asmith24.00000

Company ¢

ABC Insurance (00000)

ABC Insurance (00000)

Member Management Guide for Security

Administrators

@, Switch to Advanced Search

Account

Default Business Unit ¢ Type s Active ¢

'

ABC Insurance (00000)

-
Vol ol af of o oF oF U W W 2 W 0 29 W W SR N

The Advanced Search tab allows users to search using more detailed information.

Go to Users and select Advanced Search.

B User Search

A

Member Management

smith

Users

Privileges

FirstName < LastNames Email =

Admir Smith

Privilege Groups

«
® Export ~ # Multi Edit 2 Clear Selected

asmith34@ABCins.com

LoginID =

asmith34.00000

L
245 »» Rows: 10 W
Account
Company & Default Business Unit & Types Active
ABC Insurance {00000} -‘

@, Switch to Advanced Search m

b

From this tab, you can search for a variety of information, e.g., users who are currently active
and assigned to specific business units or account types. You can also search for “administrators

only” or “arbitrators only.”

/\ B3 User Search
I

Member Management

Advanced User
Search

Search Administrators Only

Privileges First Name
Last Name

Privilege Groups
Email

Login ID / Auto Login ID

Manuals/Training

Privilege Groups

Admir

Smith

asmith34@ABCins.com

a5Mth34.00000

Arbitration Rep

Search Arbitrators Only

Active All ~
Company ABC Insurance (00000)
Default Business Unit ~
Account Type

Standard User
AF Client
System

Data Integration

— O
L}
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Modify/Reset User Password
The following provides the steps used to modify the password of an existing user on AF’s
website. For an overview of users, see Business Units and Users Overview.

To modify the password of an existing user:

1. Select Administration > New Member Management from the My Arbfile section of
AF’s webstte.

Wikoma L. Oul
Aﬂ?nmm.wun Forums, Inc My ARBFILE

Aoy orvuind Vosber b drfera

My Arbifile Mambor Dirgcledy MismBsid AcCdas E-5i Administration Reports

‘-.’ij{ﬂ‘\'_l. , Member Management
Update Regarding COVID-19 & —— ﬁ
O ——— e

We at AF, like other individuals and organizations <% BGusiness Unit Maint

v R “t s ATl [ il
' Bussftomaments - EaeSchedus cross the world, have been closely monitoring E-Subeo Piots
+ Batetence Gukdes Latirg? Moy p ments related to the spread of the

Company Preferences

+ Itpining Tuintats » Canggrs irus. The safety and well-being of our
+ EAQH e ¢ and members are at the forefront e TRS Compary Relaticnship Mainbenanc

ol o P % " - — e
e G

2. Select Users and search for a user’s name.

e=)\J /.f’

E User Search o -

Member Management: drake ‘ c\. @ switch to Advanced Search
L3

| Use the search box above or click on advanced search and enter your search criteria.

3. Click on the user’s name, which brings you directly to the edit screen.
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B2 User Search o

V— \Drake ‘ = B @ Switch o Advanced Search

Users

Farzg= First Name & lastNames  Email LoginID %

Account
Company + Default Business Unit ¢ Type Active

ayme Drake jdrake@insurance.com jdrake.12345 Insurance.com Southwest .
Privilege Groips k
&

4. Click ResetPassword and the user then receives an email to reset the password; the user
will need to answer the security question.

& User Edit o -

rance.com 12345) | B3 Reset Password | » Show Privileges Tab

Privilege Groups Assigned Privileges User Profile Activit kog

Company  |NSURANCE.COM (12345)

@ Cance

Privileges

Default Business I
Unit

Privilege Groups

Non Default Select Non Default Business Units
Business Units

£ 8Dl

~

Arbitration Forums <webmaster@arbfile.org>

Arbitration Forums Password Reset Requested

|[Reset message to User ||

ARBITRATION Foruwms, INcC.

Membership driven. Innovation focused.
-

Dear

Arbitration Forums, Inc. (AF) has received a request to reset your password by company administrator or AF Member Services. Please
follow the link below to reset your password. You will be asked to provide the answer to your challenge question to complete the reset.

Click this link to reset the password for your usernatne,

Reset Password

This link expires in 1 hour

AF is a membership-driven organization dedicated to effectively and efficiently serving our members' recovery and resolution needs.
Leamn more about what we're doing to improve your experience and give us your feedback at www.arbfile.org.

P BB DELLDLDLLDL DL LLLLLLLLLLLLLLL,S
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Reset Password - Password and Answer to Security Question Forgotten
The following provides steps to reset the password for an existing user on AF’s website when the
user has forgotten both the password and the answer to the security question.

In this instance, use the following steps to reset the user’s password:

1. Follow steps 1-3 under Modify User Password.

2. Click ResetPassword for the user.

B5 User Edit O -

Bl ] |ayme Drake (Insurance.com 12345) Sa"e

-I Privilege Groups Assigned Privileges User Profile Activit kug
Users Account Active? (

Company  |NSURANCE.COM (12345)

B4 Reset Password » Show Privileges Tab

Privileges

Default Business I hd
Unit

Privilege Groups

Non Default Select Non Default Business Units A
Business Units

L SV S S SV SV SV SV SV SV SV 5 S SV 5V SV 5V 5V 5V SV 5V 5V SV SV 5V 5V 5V 5V 5 o

3. Direct the user to go to their email and click Reset Password in the message from AF.

Arbitration Forums <webmaster@arbfile.org>

Arbitration Forums Password Reset Requested

ARBITRATION Foruwms, INC.
Membership driven. Innovation focused.

Dear Sonj | Reset Password Message to User

Arbitration Forums, Inc. (AF) has received a request to reset your password by company administrator or AF
Member Services. Please follow the link below to reset your password. You will be asked to provide the
answer to your challenge question to complete the reset.

Click this link to reset the password for your username,

Reset Password

This link expires in 1 hour.

’I‘IIIIII‘IIIIIIIIIIIIIIIIIIIIIIIII

Note: Inform the user to ignore the prompt to enter the answer to the security question that
appears.

©2022 Awitration Forums, Inc. 35 Revised: Decenber 2022



Member Management Guide for Security

ARBITRATION Foruwms, INC. I
Administrators

Membership driven. Innovation focused.

®

4. Refresh your browser.

n User Edit X =+

@& mm.arbfile.org/users 1

= User Edit
S S S S S S S S S S

5. Click Save.

1’;\ = User Edit o -

Member Management Jayme Drake (Insurance.com 12345) . Save @ Cancel B4 Reset Password @ Show Privileges Tab
m Privilege Groups Assigned Privileges User Profile Activity Log
Users

Account Active? ( Check Login Status

& & 575 DONSIGNATQRYLOJO0000Q 0 0 0 0 0 0 0 0 0 0 06 0 00 060 048

6. Click ResetPassword a second time.

= User Edit o

LSSt 5y me Drake (Insurance.com 12345) Save Cance | B4 Reset Password » Show Privileges Tab m

-I Privilege Groups Assigned Privileges User Profile Activit kug
) Security administrator
Users Account Active? ( . .
receives confirmation after

second Password Reset is

» Company  |NSURANCE.COM (12345)
Privileges Conlplete.

Default Business I
Unit
Privilege Groups
Non Default Select Non Default Business Units

Business Units

PP VSV SIS SIS S, User login account has been reset.

&/ Email has been sent to the user
with temporary password.

7. Direct the user to look for a second message with directions and a temporary password:
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ARBITRATION Forums, INC.
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Dear

Ar‘l‘:ﬂvgﬁm Frarmmwae Ine (AT hae racaitrad a ranmset ta racat vrane nnna_nrnni tar a ~aMpany administrator or AF Member Services. Please
follow the link below and enter the temporary password provided here. cquired to change the password. Please update your
- 5 - e U —— —— fiiee Me.lh. e assistance of an administrator.

Click this link to change your password and also review security information. If you are redirected to the securnty information page when
complete, click the AF logo in the upper-left comer of the page to go to the AF member homepage.

ﬁ Reset Password

porary Password: 24 N9 WO

AF 13 a membership-driven organization dedicated to ef-fecli\'ely and ef?icncntl}' serving our members' recovery and resolution needs.
Learn more about what we're doing to improve your experience and give us vour feedback at home arbfile.org.

Pl B 8 8 88888 8080008000000000000000000000000202

V. Create a New Privilege Group

Creating a New Privilege Group allows security administrators to create a new privilege group
for specific users with various tasks. For example, a user who is assigned to the Customer User
Group Privilege may also need privileges to run reports. Instead of allowing all users within that
specific privilege group to have access to reports, the security administrator can create a new
privilege group. Once the new group is created, the security administrator can add specific
privileges within the group without granting access to all users assigned to that original group
privilege.

Due to the sensitive nature, and potentially large impacts of privilege groups, AF recommends
working with an AF representative to assist in privilege group creation. Please contact us at 1-
866-977-3434 or support@arbfile.org.

1. To create a new privilege group, select Administration > New Member Management.
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ks st s avm MY ARBFILE

Home My Arbfile Mamber Direcicry MemBer Acceis

Helpful Links
Membar Disacion: Coming an Abirator
+ W - — —— | iduals ' izations <% Business Wnit Maint

+ Bafes S Anraements Ens Schedula d H E-Subro Plois
 Bdon uides Saal B c

+ Iriting Tutonats - CRIgurs nd well-being of our Compeny Prefersnces
+ EAQE ‘

s and members are at the forefront e TRS Compary Relaticnship Saintenancs

S O myr

2. Select Privilege Groups and a group of privileges appears.

/\ & Privilege Groups o -
F
Member Management B B Activity Log <+ New Privilege Group

Showing 1 - 10 of 477 items.

. « 2 3 4 5 48 » >

Y Filter By Owner

Group Name = o . N
Brivilemes Privilege Group Owner = System Role #
* ﬁ () CUSTOMER ADMINS (svsTEM) cusT
1 () CUSTOMER USERS SYSTEM cusT
Privilege Groups 510 ( )
O TPAADMINS (SYSTEM) oA
Manuals/Training (SYSTEM) TPA
() TPA USERS

i itk BN LLDEL AL DDDDLLLLLSS S,

3. Select the group name to see the privileges that are assigned to that group.

/\ i Privilege Groups o -
].'
Member Management B = Activity Log + New Privilege Group

Showing 1 - 10 of 477 items.

& « 2 3 4 5 48 » >

T Filter By Owner

Privileges Group Name = Privilege Group Owner = System Role
% [0 CUSTOMER ADMINS (SYSTEM) CUsT
[J CUSTOMER USERS (SYSTEM) CUsT
[ TRPA ADMINS (SYSTEM) TPA
g\
Manuals/Training 0 TPA USERK (SYSTEM) TPA
[J AF ARBITRATORS (SYSTEM) AF

o i il s DDA AL DL LSS
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4. All Privileges for the selected group appear.
& Privilege Groups -
A o

Group Name TPA ADMINS
System Role TPA Role v
Privileges Privilege Group Owner Enable Change OF Group Owner

All Privileges
Customer Security Admin Privileges

& All BU
™ Current BU

Manuals/Training

Decision Related Privileges

& Review
Dockef Related Privileses

Security Admin Related Privileges

Manuals/Training & Self-Edit

Subro Related Privileges

Subro Add Evidence

Arbitrate

bro Assign Tasks from TPA to Client
wnership

wnership from TPA to Client

Company Configuraticn
Edit Demand (Demander)
Edit Demand (Responder)

ooooo

Payment Entry

View Demand
orksheet Damages
ubro Worksheet Liability

Oo0o0o0oo0o

TRS Related Privileges

O TRS Case Actions
B DR Recisonactione. oo a2 oo oo oo oo e

5. To Create a New Privilege Group, select New Privilege Group.
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Member Management

Showin,

B

z
@ ® 1 2 3

Y Filter By Owner

Group Name =
Privileges P

=

Privilege Groups

[0 CUSTOMER ADMINS

[0 CUSTOMER USERS

[ TRPA ADMINS

Manuals/Training [0 TPAUSERS
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B Activity L

+ New Privilege Group
—— N

1-10 of 477 items.

4 5 48 » »»

Privilege Group Owner = System Role =
(SYSTEM) CUST
(SYSTEM) CUST
(SYSTEM) TPA

(SYSTEM) TPA

y .

6. Enter a Group Name, and then select Privileges for that group from the left column. To
assign privileges, simply select the box next to specific privileges under All Privileges.

This will automatically assign the privileges, and they then appear under Assigned

Privileges.

& Privilege Groups

A

Member Management

Reporting Group

d Group Name

System Role TPA Role

Privileges Privilege Group Owner

All Privileges

Customer Security Admin Privileges
OallBu
O Current BU

Manuals/Training

Decision Related Privileges
O Review

Docket Related Privileges

O Add Docket

O Docket Response
O Docket Withdrawal
O view Docket

Manuals/Training

eport Related Privileges

eneral All Users Reports
PA Management Reports
PA Operational Reports

PA Users Reports

7. Save your selections.

s

Assigned Privileges

Report Related Privileges
v

& eneral All Users Reports

PA Management Reports

PA Operational Reports

PA Users Reports

TRS Related Privileges
& TRS Case Actions

7 SV QY SN ol SN N SV ST S S S N N S N L B S A S S N N S S N S S N S S S X 2 S
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Member Management

Group Name

System Role

Privileges Privilege Group Owner

All Privileges

LUSLOMEr SECUTTLY
OallBU
O Current BU

Manuals/Training

Reporting Group

TPA Role

Assigned Privileges

Beport Related Privileges

&

keneral All Users Reports
= PA Management Reports
PA Operational Reports
4 PA Users Reports

dmin Privileges
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@ Cancel

Decision Related Privileges
O Review

B 88D L DL LDLLL LS ETNDANNANAAAMDSLLLLLLressrs

8. Go to Privilege Groups to see your newly added Privilege Group.

B Activity Log + New Privilege Group

/\ & Privilege Groups
].‘

Member Management

=]

e « 2 3 4 5 43 » e

Showing 1 - 10 of 477 items.

T Filter By Owner

Group Name = Privilege Group Owner = System Role =

Privileges
0 Alpha Subro Alpha Insurance (04513) cusT
(m! Alpha Liability Alpha Insurance (04513) cusT
O Alpha Insurance (04513) TPA

Bl b8 LMLLMLLLLLSLDILSDLSISSIPIPsrrisssrs

9. To add this Privilege Group to specific users, go back to the User tab and search for each
user’s name.

/\ 5 User Search o N
—

Member Management|

‘ Drake

E « <<1345><>o> Rows: 10 v
Users.
® Export ~

First Name <

Account
Default Business Unit + Type+

Privileges

LastName s  Email £ Login ID + Company + Active £

€ | jdrake@insurance.com jdrake.12345 Insurance.com Southwest

Privilege Groups

10. Select the specific user by clicking on the name.
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/\ D User Search o o
|.'
.. <[] [ s rmensss | svenie ]

E w o« 13 4.5 » Rows: 10 v
Users
® Export ~

Account
Ealeees First Name & LastNames  Email ¢ Login ID & Company = Default Business Unit Type & Active =
Jayme (\,- Yrake jdrake@insurance.com jdrake.12345 Insurance.com Southwest .
Privilege Groups L3
11. Select Privilege Groups and assign this privilege to specific users.
/\ 5 User Edit © sonajacosson -
].'
Account Privilege Groups Assigned Privileges User Profile Activity Log
sers All Privilege Groups Assigned Privilege Groups
AF Privilege Groups AF Privilege Groups
) Alpha Subro 1T View
AL ® TRS Authenticated User
Alpha Liability

Reporting Group

Privilege Groups

Time Saver: Create a New Privilege Group
1. Select Administration> New Member Management.
_ N Walcoma g Out
A‘"'il'l.’..".'ff.‘.ﬁ’..‘.‘Fil'f.'tl'.’:...]..“ MY ARBFILE

Administration Reports

{EW ., Member Management
Helpful Links = +, Member Managemen ’

"3
Membar Dre

5
Eecoming an Arbdralor

+ B 10 o  Arbevplor Cencaten s indivi a anizations % Gusiness Unit Maini
+ Egs b Apeamants Eog Scrdsie E-Subro Piliols

+ Btledwoce Guides Lsters? Py C ] the spread of t

+ Tegiing Tutonak + Caraars 4 o : nd well-being of our Company Preferences
+ EAQS

&5 and members are at the forefront g TRS Company Relationship Maintenance

2. Click the Create Privilege Groups tile.
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Member Management o M

' Ty == =

Find Your Users

A

Member Management

with our user search, you can find a user by name. email. or login

ID. Switch to advanced search for more specific search criteria

Privileges

Privilege Groups

Manuals/Training

&ﬁ-: ‘ -

Duplicate a Privilege Group Manuals/Training

d fth £ Learn how to quickly and easily manage users and privilege
ou can duplicate the original group and groups using our Administrator Guide and Tutorials.

ant to the new group without impacting

the users within the original group.

PV D D

3. Click New Privilege Group and follow the steps outlined above.

/\ W& Privilege Groups -
I
Member Management B WX | 4 New Privilege Group
——— »
K
Showing 1 - 10 of 477 items.
s o 23 4 5 .. 48 »  a»
Privileges Group Name = Privilege Group Owner = System Role
% [0 CUSTOMER ADMINS (SYSTEM) CUsT
[J CUSTOMER USERS (SYSTEM) CUsT
[ TRA ADMINS (SYSTEM) TPA
Manuals/Training [J TPAUSERS (SYSTEM) TPA

BN DNDNNLLLNLLNLLL DL,
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